FIREEYE iSIGHT INTELLIGENCE

APT28,

A0} SHZ &
HEX o2 TistA|F|C}

FsiZ 2
AlOIH S45

)
<© FireEye

SPECIAL REPORT / JANUARY 2017



CONTENTS

e

APT28 EFJl M1 AR &S

E1-APT282| A=A EZl dY W EF &S

E 2 - APT282| HIES|T E30| 03] & NS XUMS 70l S

22T WARE Ho|E] REVX| : APT282| HAHHET7 |7 ZZo|| thst EA}

my

=
=

10

1

SPECIAL REPORT / APT28: ZZ2| ZAl0j|A



20164 6&, 0= Bl== = DNC HER3 &l
A12| OIS & A[0} = Qloff THE| & A0
CHEH A0 HF2| X[H= SN

APT289| AEAMEI= LIRS
f. FireEye =H2 U HE9| T EX| U X|EAQl

2 sfgton], 0|5 Sl APT280] AlRsHs SMTE, 2




fiAf

o

A
A= f

9|

2o
ol 2/0] APT28

0l &|

1o 1

X
)

7t
q]

=
=

=
=

SHLACH APT28 2|

x|
=

2{A[o}
22| HAE 5

|Edl

o
P

[

o

b

=]
of

ZAofl
olc|of

[

0{= 20074 0|2§2, APT28
o 5ol &

A2t ZF 2{Alof

S|
~

Al2lop &

=
[

Ct. Ol Ar2fo|

2
A

H

5
0|2l ¢/7], 20164 =

3N

=2 ox
= TT=

= Ljs oo

0%
<k

Toll
00

3

ol of

=
[

t

110

7h

S AIEH, NATO-232}0|Lt 27, EU

1

K
i
1|

2{E|

[=]

El
ZiA el bl 20161 Of= CiMd S0| 25 &

3 T 2{A[0}

Z2|ol 0
=

=1

u]
=

F

L|
)

3 A7

oK

KO

1l
K

e

= APT282| Ef2!

= EIAM

F APT282| 2 Sof|

i)

sisto| 2le

x|
=

INE=s

o

i



APT28 Ej2l MM

A

20144 10€, FireEye= E11M APT28: A Window into Russia’s Cyber
Espionage Operations?(APT28: 2{A|0f2| AlO|H| HE &= o| At

(=}

O APT28 259| 420] 2/A/0} B0l Tt

=l

gL APT28S 2AMsH= S0 22|= 0| 1.

A
=0| ¢
=
El

= = - O

78 7SS AE U Fof| ZHAlo| QUCH= AtAlS 2

(e | =

0] £LH= ARAS o & i}

SPECIAL REPORT /




E 1 APT280| HZIZA| E170 4% U A5 85
=x| A7 APTERZ! 84X 2l S &5
" OSCEL &t YUCHE AlAIS 13T, Mol 3t H 7|ge o B2ie| BHR=
oSz{old5EEd L4 11! ’
SEotE 7| (OSCE) 20164 1< APT28E X|23HC}
Trend Micro2| AFA=E2 APT280| CDU EHel=9| 0|H|e OIS EE 20| O=
=2 7|50 2IF SW(CDU) 20164 4-5¢ o A™ol| HZet7| 2lah 71 CDU-O|H| AMHE BF=0{ CDU EHAS0f7 m|dl o|s
SIHCHS AFAIS SOIE 4 QUQICE2S
. . APT280| HHA|N| A&ko| 2{A|0} 2F HHE ZEA| 20| E CAle 2 AL|o] m|Al 0| =AH
B o ssy Riot) S— APT280| B 2] 21Al0} 2t = F4) 2Ol of o1 z}4) ojmje! 3
2 F8st3IC.
APT282 A Flash HZH0| AAZ29l2 SAEIE| 2af| 2712] oS ALS
NATO, Ol’E7|‘l—|ﬁE|' Qlﬂ-’?—, o 8 8 dobe as 'HE ‘” | = EEAE o_°|' | T|°H H |=|EE‘” = I'
of7|AE} 2 20154 7€ 510 (nato-news.com, bbc-news.org) NATO, O}EJL|AEL Q| I}7 |AEE
B 2 EtZl S AL
=2l BSI(Federal Office for Security in Information Technology)=APT28
ol 319l 9l ®CH 20154 62l O H¥E =2 Feto| chelof|A| MEE mlAl ool el 7HSAM0| =Cia SrEict =
== 2L ME =ZI9| BfV(Bundesamt flr Verfassungsschutz)e| 2= 24| 20154
=2 51l HEQ T Elfje| HoloZ APT28E X|S3iCH>®
201414 102I=E FireEye iSight= DNS(domain name server) 7|20|A& APT280| 7|27 |AAEL
7|27 AnE ol s iy 9;,%* |m22| DNS MHIE ofoHoz eIz £ olmee| ojtY ETS Jt23icks S o
e Alsts M AtetE S was = AUUCE
= el 201414 63 51 9% APT282 FMata ¢l zlslot 20{ “Sedkit’E 0|8310f “Sofacy” AMFEES Z2t=
Power Exchange #A0|E el 5ol of2] YAto|EL E2I= of K| 7|¥Ql Power Exchange2| #ALO|E0]| ARACE?

Gauguelin, Blaise. “La Russie soupg¢onnée d'étre responsable d'un piratage informatique contre 'OSCE.” Le Monde. 28 Dec. 2016. Web. 29 Dec. 2016.

Trend Micro refers to activity corresponding to FireEye's APT28 as “Pawn Storm.”

Hacquebord Feike. “Pawn Storm Targets German Christian Democratic Union.” Trend Micro. 11 May 2016. Web. 29 Dec. 2016
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To download this or other
FireEye iSIGHT Intelligence reports,
visit: www.fireeye.com/reports.html

TZIS|X| 942 AlAR0f ZRSHe o|0| Laial FlotES o

HIES 0| &F517| 2lof AL LiFolAM OlS

APT287} HESIT AT M5

FireEye Korea
MSEYA| ZLT His|2t2 534 22IAER205 02.2092.6580 / korea.
info@fireeye.com

www.FireEye.kr

© 2016 FireEye, Inc. XZt4 2~ F. FireEye£ FireEye, Inco| SEAMEQIL|C} CIE R E HalE

HIE E= MU|A A 2 ARALe| AF EiE M| 0p3JLcE WP.FES.EN-US.082016

)
/ <© FireEye






